Office 365 Multifactor Registration Guide

https://www.youtube.com/watch?v=uWbkLul4g30 — This link is to a YouTube video
that will walk you through the process, showing both the computer and phone. There
is an extra step in the middle of the video for mobile number that we haven’t asked
you to complete.

The method is as follows and should take about 5 minutes.
For Veterinary Hospital, Retail Shop or Sunderland NCSC staff:

e Open the Chrome link (see image), which will take you to the Office q
365 login page i

Set Up
Multifactor
Authenticatio
n

Microsoft Edge
Microsoft recommended browser

For Head Office staff, open the Edge Browser and
copy this link into the address bar:

https://aka.ms/mfasetup
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) 365Admin & exchange £ https://aka.ms/mfasetup Website

£ https://aka.ms/mfasetup

SharePoint

After open the correct page above the steps are as follows:
e Login with your PDSA email address and password
¢ Follow the instructions on screen
e Test login approval

On your phone:
¢ Download the Microsoft Authenticator app

e When asked, use your Camera to scan the QR code shown on your computer
e When prompted, approve your login to confirm the system work
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Full step by step walkthrough

1. Open the “Set Up Multifactor Authentication” link from the

desktop or follow the instructions from the previous page in ﬂg
Microsoft Edge Set Up
Multifactor
Authenticatio
n

2. Login to Office 365 when requested, the window should look as it does below

2% Sign in to your account

& > C ( & httpsy//login.microsoftonline.com/82465ae5-ec72-4b41-890c-4daed7b7 eab/login

B2 Microsoft

Sign in

Email address, phone number or Skype

Can't access your account?

Sign-in options
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3. After logging in, you will see a window explaining that more information is
required to keep your account secure, click ‘Next’

BT Microsoft

sharepointtestuser1 @pdsa.org.uk

More information required

Your organisation needs more information o keep
your account secure

Use a different account

Learn more

©2019 Microsoft  Terms of use  Privacy & cookies
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4. Follow the instructions on screen - download the Microsoft Authenticator app
to your phone, either from the Google Play Store of the Apple App Store.
Once done, click Next.

B8 My Profile

« > C 0O 8 https://mysignins.microsoft.com/register?csrf_token=NJMJ56q_SvHnYhmQNDDmpU_a2705kmkzxOSvWwT4n_2pwtyR2|z...

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Start by getting the app

7~
v On your phone, install the Microsoft Authenticator app. Download now
After you install the Microsoft Authenticator app on your device, choose “Next".
-

| want to use a different authenticator app

| want to set up a different method
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7\

v Microsoft Corporation

5. Below are screenshots of the Microsoft Authenticator app pages. On the left is
careful to select the correct, official app.

the Google Play Store and on the right, the Apple App Store. Please be

Microsoft Authenticator

Search wll 4G 09:31 ~ 68% oW )

Q. microsoft authenticator a... € Cancel

Business ) \ #2TepApps "= 1 Microsoft Authenticator

v Productivity <~L)
INSTALL Tk
4.5 % 10M+
52K reviews Downloads PEGI3 ®
Signin No passwords

More

New sign-in iequest

Use Microsoft Authenticator to sign in easily and

securely with MFA.
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6. Open the app on your phone and when asked, add a new account, selecting
‘Work or school’. You must select ‘work or school account’ on your phone,
registering as a personal account will not work.

Android Apple (iOS)

[ Tl 90:m1114 App Store seesoo T 14:38

Accounts : Accounts

Let's add your first account! Ready to add your first
For further assistance, see the Help section account?
in the menu.

o Add account

™ ol 90%m11:16

< Add account

What kind of account are you adding?

=-. Personal account @
=. Work or school account @

Other account (Google, Facebook,
1 ®
etc.)
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7. Follow the instructions on screen, on your phone, if asked to allow
Notifications, select ‘Yes’.

Click ‘Next’ on your computer

& > C ) @& https//mysignins.microsoft.com/register?csrf_token=NJMJ56q_SvHnYhmQNDDmpU_a2705kmkzxOSvwWwT4n 2pwtyR2lz.. v 6

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Set up your account

If prompted, allow notifications. Then add an account. and select “Work or school”.

Back Next

| want to set up a different method
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8. On this page, you will see a QR code, which is a small black square on the
left hand side of the screen.

B8 My Profile

« > C O # https;//mysignins.microsoft.com/register?csrf_token=8b4Yizjb-CIQ7qhy8hHX90ebiT-rsrLKhmSw8wROcmGmUv42y71cxd... Yx e

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the
Microsoft Authenticator app with your account.

Can't scan image?

Back Next

| want to set up a different method

Note — please scan your image, not the image above. Each person’s account has a
uniquely generated QR code for registration.
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On your phone, if asked, allow Camera access so the QR Code can be scanned,
then hold your camera up to the computer screen and scan the code.

ol % .l90%WM11:16

< Add account

What kind of account are you adding?

H

Personal n
g Personal account ©)
.... Work or school account ©)

F Other account (Google, Facebook, (D

Allow Authenticator to
take pictures and record
video?

DENY  ALLOW
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9. If you can’t get the code to scan, then you can click on “Can’t scan image”,
which will give you a code and a URL to type into your Microsoft Authenticator
app. This isn’t recommended as the URL is quite long, so the QR code is our
recommended method. If it fails, it might be worth cleaning your camera lens
or computer screen, moving out of direct light and trying to scan the image
again.

B8 My Profile

CcC 0O & https://mysignins.microsoft.com/register?csrf_token=8b4Yizjb-CIQ7qhy8hHX90ebiT-rsrLKhmSw8wROcmGmUv42y71cxd... ¥ e

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the
Microsoft Authenticator app with your account.

Can't scan image?

Enter the following into your app:

Code: 767697773 D I

URL: https://co1pfpad12.phonefactor.net/pad/769507384 D

| want to set up a different method
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10. At this point you should see a success screen on your computer, and your
phone will now be showing a 6 digit code below your email address.

B8 My Profile

Cc O f https;//mysignins.microsoft.com/register?csrf_token=8b4Yizjb-CIQ7qhy8hHX90ebiT-rsrLKhmSw8wROcmGmUv42y71cxd... ¥ e

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

% Let's try it out

Approve the notification we're sending to your app.

Resend notification

Back Next I

| want to set up a different method

ol = .al 89% M 11:24

Accounts C

@ PDSA v
SharePointTestUser1@pdsa.org.uk
009487 C
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11.The Office 365 system will automatically test the system by sending you a
sign in attempt, which will look like the screenshot below. Simply click
“Accept”

Approve sign-in?

PDSA
SharePointTestUser1@pdsa.org.uk

DENY APPROVE

You will only see a Sign In approval like this when you connect from a personal
device outside the PDSA network. If you are not trying to sign in and get an alert,
Deny the sign in and report to Littlefish urgently so we can investigate.

You're all done, success!

Using the default login options, you will only be asked for a login approval every 14
days.
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